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INTRODUCTION

InMarch 1995, membersof the Aum Shinrikyo Japanese
cult attacked the Tokyo, Japan, subway system with sarin
nerve agent. The incident captured internationd attention
and sensitized world leadersto the threat of terrorist use of
weaponsof massdestruction (WM D). Thethreeat of chemical
andbiologicd terrorismisincreasing. Theknowledge needed
to produce deadly chemical and biologica (CB) agents is
more readily available than ever before. The death and
disruptionthat can be caused by such agentsisthe professed
goal of terrorigs.

Recognizing thisincreasing threat and not waiting until a
chemical or biologicd terrorism disaster had dready occurred,
the 104th Congress of the United States passed Public Law
104-201, the National Defense Authorization Act for Fiscal
Year 1997. ThisAct contained Title X1V—Defense Against
Weapons of Mass Destruction—which provided for
preparedness training against WMD for our nation’s firgt
responders. Because the Department of Defense (DaD) is
experienced in defending against chemical and biological
agents, Section 1415 of Title X1V dated, “ The Secretary of
Defense shall develop and carry out a program for testing
and improving the responses of federal, state, and local
agenciesto emergencies involving biologica weapons and
related materials and emergencies involving chemical
weaponsand related materials.” Asaresult of thislegidation
andinsupport of DoD, theU.S. Army Soldier and Biological
Chemicd Command (SBCCOM) developed an improved
response program (IRP).

The IRP isamultiyear analytical program designed to
identify and demondtrate the best practical approaches to
improve the overall preparedness of the United States to
respond to domestic acts of terrorism involving CB or CB-
related materials. This article describes the IRP's mission,
major products, and future.

IRPMISSION

The U.S. military has unique nationa resourcesin CB
defense technologies and concepts. The IRP is designed to
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leverage these resources to enhance the overall
preparedness of civilian emergency responders and
managers to respond to and mitigate the consequences
of a domestic CB terrorist event. As such, the IRP
mai ntai ns a partnership between military CB expertsand
civilian responders and emergency managers at the
federal, state, and local levels. Civilian participants
represent functional specialties including emergency
management, law enforcement, fire fighting, emergency
medical services, hazardous-materials management, and
public health.

Using this diverse cross section of participants, the
IRP hasidentified, prioritized, and devel oped solutionsto
themost pressing responseissues associated with domestic
CB terrorism. By engaging a nationally representative
group of civilian emergency managers and responders
from the program’s inception, the IRP has retained an
analytical focus bounded by the real-world needs of these
civilian response professionals.

BIOLOGICAL AND CHEMICAL AGENTS,
FUNCTIONAL DICHOTOMIES

According to the Centers for Disease Control and
Prevention, one of the most significant differences
between CB events is the way medical consequences
will unfold over time. For instance, the medical casualties
of chemical terrorism would usually be “immediate and
obvious.”t Alternatively, biological terrorism “will not have
an immediate impact because of the delay between
exposure and onset of illness.”?

Because of thesetime differencesin effects, chemical
terrorismwill usually have an identifiable incident scene
while biological terrorism will not. The casualties of
chemical terrorism will be readily observable, whereas
the casualties of biological terrorism may not know that
they are infected until days after initial exposure.

Because of these significant differences between the
consequencesof CB terrorism, different disciplinesof first
responderswill be engaged in managing the consequences
of each kind of incident. Chemical terrorismwill likely
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engagefirefighters, law-enforcement personnel, and
emergency medical servicesthat converge at an incident
scene. Biological terrorism will likely engage nurses,
physicians, and other medical providerswho treat patients
at hospitalsand clinicsdays after theinitial event. Because
of thedifferent nature of consequences between biological
and chemical agents, |RP analyses arefocused separately
in these two areas.

Biological Terrorism

The overriding consequence of a large-scale,
unannounced bioterrorist attack will be the anomalous
occurrence of a large number of medical casualties.®
Response systems must be capable of providing the
appropriate types and amounts of medical treatmentsand
services. However, the full spectrum of potential
consequences is much broader than medical casualties.

A well-conducted bioterrorist attack will strain our
nation’s public-health medical-surveillance systems. It will
al so require responders to make quick, accurate medical
diagnoses and disease identifications. By definition, a
bioterrorist eventisacriminal act that requiresacomplex
criminal investigation. Depending onthe agent used in an
attack, such an incident could also result in residual
environmental hazards that would require mitigation.
Considering the potential magnitude of casualties, a
significant portion of ametropolitan area’s popul ation may
haveto be medically managed and physically controlled.
The aforementioned medical-treatment, criminal-
investigation, environmental-hazard-mitigation, and
population-control activitieswill requireacoordinated and
integrated command-and-control effort extending across
federal, state, and local jurisdictions. In short, the full
spectrum of consequences that will have to be managed
encompasses multiple professional disciplines and
functional areas of responsibility spanning three levels of
government.

The Biological Weapons (BW) IRP Team

The above considerationsinfluenced the makeup of
the BW IRP team in fundamental ways. Because the
problems inherent in a bioterrorist attack are
multifaceted, the SBCCOM needed a multidisciplined
team that included participants from federal, state, and
local emergency-response organizations. Recognizing
thetechnica complexities surrounding biological weapons
and terrorism, the SBCCOM also included experts in
the offensive and defensive aspects of BW. The final
team consisted of more than 60 federal, state, and local
responders, aswell astechnical expertsfrom nine states.
At the federal level, 8 federal agencies, 6 Department
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of Energy national |aboratories, and 11 DoD organizations
were represented.

Having assembled astrong team, the SBCCOM began
to define broad parameters of the overall process for the
BW IRP. The process first had to provide a forum to
educate and inform the entire interdisciplinary and
multiagency team on the offensive and defensive aspects
of BW and bioterrorism. Second, the process had to yield
an initial set of integrated response activities designed to
manage and mitigate the full spectrum of consequences
that would emergefrom alarge-scale, domestic bioterrorist
event.

The BWIRP Process

The BW IRP process was designed around five 3-day
technical workshops. Each day of the five workshopswas
similar in structure, but different in content.

Day one of each workshop consisted of a series of
1-hour tutorials on preselected topics such as the physics
of aerosol dispersion, pathogenic microbiology of BW
agents, biodetection, medical prevention and intervention,
and decontamination of and physical protection against BW
agents. Although the topics remained the same, the depth
and complexity of the tutorials increased as the team
progressed through each of the five workshops.

Day two of each workshop began with the presentation
of aselected BW terrorist-attack scenario. FromWorkshop
1 through Workshop 5, the respective terrorist-attack
scenarios increased in scae from an attack on a single
building to an attack on an entire metropolitan area. After
reviewing each scenario, workshop participantsidentified
aseriesof specific response activitiesdesigned to mitigate
the emerging consequences of the given bioterrorist-attack
scenario.

On day three of each workshop, the team reviewed
and integrated the compl ete set of response activities. The
team also analyzed the integrated activities to identify
response shortfalls and possible response improvements.
Throughout the reviews, the team took a “bottom-up”
approach and let the problem drive the solution.

The BWIRP Products

The BW IRP team identified a myriad of response
activities spanning multiplefunctional areas. To be useful
and understandabl e, these activities needed to be organized
into alogical and integrated response system. Thus, the
team formulated a generic bioresponse template (see
chart, page 14) that embodied the concepts and work
breakdown structure a city needed to respond to
effectively in abioterrorist event. This template serves
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BW IRP Response Template Outline
and Work Breakdown Sructure

21
2.2
2.3
24
2.5
2.6

Public Health Surveillance
Medical Diagnosis
Epidemiological Investigation
Mass Prophylaxis

Criminal Investigation

Residual Hazard A ssessment

and Mitigation

Control Affected Area/Population
Care of Presented Casualties and
Worried Well

Fatality Management

Command and Control

Resource and Logistical Support
Continuity of Infrastructure
Family Support Services

2.7
2.8

2.9
2.10
2.11
2.12
2.13

as a useful starting point for cities and states in
preparing their own local plansto respond to abioterrorist
attack.*

Chemical Terrorism

The SBCCOM possessesworld-classtechnical experts
who are knowledgesble in how to defend against and desl
with the use of chemical-warfare agents on military
battlefields, but not necessarily in civilian environments. It
recognized that it would have to work closdly with civilian
emergency responders to identify and solve many of the
uniquedifficultiesin civilian responseto chemical terrorism.
Direct involvement of civilian emergency respondersinthe
chemicd wegpons(CW) IRPwasessentid. Thisinvolvement
contributed to the ready acceptance of response guidance
developed by the CW IRP and made the program a success
acrossthe national emergency-response community.

TheCW IRPTeam

Early intheprogram, Batimore, Maryland, aggressively
pursued a partnership with the CW IRP. Surrounding
jurisdictions—including Batimore, Harford, Howard, and
Montgomery Counties—a sowereanxiousto participateand
joined the program early. The CW IRP dso works closely
withtheU.S. Army Medica Research Ingtitute of Chemical
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Defense. The medica expertise and extensive experience
of theingtitute’s personnel have been invaduablein al CW
IRP efforts. They teach military physicians, nurses, medics,
and combat lifesavers how to manage and treat chemical-
agent victims. With added participation by several state and
federal agencies and with individual participation from
representatives of emergency-response organizations from
across the nation, the CW IRP has grown into a team with
diverse expertise that includes specialists in chemical
weapons environmental and medical effects, fire-fighting
response, law enforcement, hazardous-materia smitigation,
and overall emergency management.

The CW IRP is organized into four groups that
address distinct functional areas in an emergency
response. These groups address law enforcement, public
health and safety, emergency management, and
emergency response. Each group conducts tabletop and
functional exercises that help identify the difficulties
encountered in civilian response to chemical terrorism.
Once identified, these difficulties are addressed using a
think-tank approach involving the overall CW IRP.

In devel oping solutions to these difficulties, the CW
IRPrelieson technical studiesconducted by itschemical-
defense experts. Solutions ofteninvolve novel applications
of equipment and techniques that emergency responders
already employ in other emergency situations. The CW
IRP’'s unique combination of chemical-warfare-agent
expertiseand operational know-how in civilian emergency
response enablesit to devel op improved response guidance
and methods that are scientifically accurate and
operationally practicable. Improved response guidance and
methods often use equipment and skills that civilian
responders may possess already.

To ensure that new response concepts are workable,
they are operationally tested in functional exercises,
demonstrating and validating their suitability. When the
CW IRP'simproved response guidance and methods have
been fully validated and demonstrated, civilian-response
jurisdictions have found that they can readily incorporate
the CW IRP sinformation into their own local-response
plans.

TheCW IRPAccomplishments

Improving how civilian responders can deal with
chemical terrorism requires addressing persona protection
of responders, decontamination, and medical treatment of
chemical-agent victims. The CW IRP team has performed
technicd initiativesin each of these areas and has used the
resultsof theseinitiativesto devel op improved guidanceand
methodsof dealing with chemicd terrorism. The SBCCOM
cannot, and does not, dictate emergency-response
requirementsand procedures. However, with the participation
of its civilian emergency-response partners, the
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CW IRP team provides improved response guidance
and methods to the emergency-response community as a
whole. Each separatejurisdiction of theemergency-response
community holds the authority to adopt or rgject the CW
IRP's improved response guidance and methods. To date,
the guidance and methods have helped many jurisdictions
develop emergency-response procedures that can maintain
the safety of the emergency responders while minimizing
the impact of chemical terrorism and maximizing the
effectiveness of emergency-response assets.

For decontamination of chemical-agent victims, theCW
I|RPteam hasexamined previousresearch reportsand studies
on theremoval of chemicd agents from the skin and found
that rinsing with large amounts of plainwater isthe best way
that firefighters can most rapidly decontaminate chemical-
agent victims. The CW IRP team has developed guidance
on how firefighters can use their fire-fighting equipment to
decontaminate large numbers of chemical-agent victims
quickly.® Fire rescue personnel were recognized aslikely to
encounter chemical-agent vaporsduring early responseto a
chemicd terrorism event, and it was initialy not known
whether or not brief vapor exposureswould be highly lethal
to firefighters using normal persona protective equipment
(PPE), including aself-contained breathing apparatus. This
uncertainty threatened a fundamental firefighter mission—
saving livesby rapid reaction.

The CW IRPtested firefighter’s PPE and determined
how much protection the equipment offerswhenit isused.
Using this information, the CW |RP team demonstrated
that firefighters could arrive on scene and proceed with
recoghizance and rescue, with known and minimal risk of
any significant chemical-agent effects.® The CW IRP
team showed how firefighters can use positive-pressure
ventilation fansto further reduce the risk associated with
rescue in an enclosed space containing chemical-agent
vapors.” Firefighters often use positive-pressureventilation
fansto remove dangerous gases from buildings. The CW
IRP team demonstrated that these techniques and
procedures apply equally well to chemical-agent
contamination.

ON-GOINGINITIATIVES.

The CW IRP team is currently working with the
Maryland State Police special weapons and tacticsteams
to perform, for law-enforcement personnel, PPE
assessments similar to those that have helped fire
departments. Thiswork will show thelevelsof protection
that law-enforcement personnel will receivefrom various
PPE systems. More importantly, these analyses will
assesstherisk of receiving chemical-agent symptomsfrom
various law-enforcement missionswith chemical PPE in
chemically contaminated environments. Thisinformation
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will allow law-enforcement personnel to match their PPE
configurations and their mission activities so they can
effectively managetherisksof potential chemical threats.

With outstanding support from Baltimore, the CW IRP
team is developing the operational plans for an off-site
triage treatment and transportation center (OST3C) to
provide medical care to chemical victims. The OST3C
plan is designed to keep contamination out of existing
medical facilities. The CW IRP team and Baltimore are
devel oping structural and operational plansfor an OST3C
and will be exercising those plans soon. An OST3C will
hel p the community deal with large numbers of chemical
victimswithout dangerously contaminating and having to
closeitsvaluable medical facilities. Once decontaminated
and giveninitial medical careat the OST3C, more severe
chemical victims can be safely moved to existing medical
fecilities.

The CW IRP team is also continuing to develop
guidance on handling fatalities that might be caused by
chemical terrorism and what follow-on medical care and
handling would be needed for victimswho suffered acute
exposure to chemical agents. These efforts will help
medical examinersdeal with chemical fatalitiessafely and
effectively and will better help the medical profession dedl
with people who may have been exposed to chemical
agents.

For biological events, the BW IRP team plans to
continueto validate and improve sel ected components of
the BW response template through tests and exercises.
The team planned and executed a functional test of the
template’s casualty-care function in November 1999. In
addition to demonstrating the concept’s applied validity,
the test helped determine more definitive staffing and
facility requirements for casualty care during a BW
incident.

The BW IRP team analyzed the overall structure of
the BW response template to identify the key decisions
that public officials will have to make to respond
effectively to abiological threat.® The response template
was evaluated as a total, integrated response system in
three national regions. The regions were of varying
populationsand geographically dispersed, including Kansas,
Florida, and Delaware. These evaluations provided
feedback on the general applicability of the template and
indicated how it could be adapted to various localitiesin
different regions and with different population bases.

In addition, theteam hel ped identify useful “triggers’
or “flags’ that could guide decision makersin determining
if a covert biological attack has occurred. The BW IRP
team also conducted a follow-on workshop with the
Federal Bureau of Investigation, local law-enforcement
representatives, and membersof the public-health community



to assessthe nuances associated with criminal investigation
for a bioterrorist incident. A full workshop report is forth-
coming and will be placed on the SBCCOM Web site a
http://dp.sbccom.army.mil/.

Finaly, the BW |RPteam continuesto assessresponse-
improvement concepts. Specifically, theteamisworking to
develop chemical and biological building-protection
measures, biodecontamination techniques and protocols,
subway biosurveillance technol ogies, emergency-response-
management software, and biocasualty projection methods
to assist civilian emergency managers in assessing the
consequences of a bioterrorist attack.

Reportsreferenced inthisarticleand al other technical
reports of both the CW IRP's and the BW IRP's analyses
can be found at SBCCOM’s Internet Web site.

CONCLUSIONS

Inarelatively short period of time, the [IRPhasbegunto
provide civilian emergency managersand first respondersa
logica conceptual framework that they can useasadarting
point toimprovetheir overall preparednessfor respondingto
a domestic CB terrorist incident. Using the IRP, first
responders have been able to identify actual response
problems and design solutions that work in the real world.
Solutions emphasized in the IRP are based on equipment
and know-how aready possessed by the first responders.
Throughfollow-on activitiesof thel RP, theseinitia-response
conceptswill be both validated and improved.

The IRP response concepts will also be extrapolated
and applied to the requirements of military installation
respondersand response units. From experience, the military
haslearned that being prepared to defend against CB warfare
is the mogt effective deterrent to such warfare itself. The
effortsof theIRPwill never diminateall CB terrorist thregts.
Hopefully, preparednessto defend ourselvesagaing thiskind
of terrorism will lead terrorists to redlize that their desired
endswill not be achieved because our emergency responders
are prepared and capable of effectively dealing with such
incidents.

In addition to providing these tangible benefits to our
nation’s civilian- and military-based communities, the IRP
highlights another important fact: the Army’s research and
development centers are a valuable national resource that
can provide broad-based benefits beyond the military
community. Thesuccesses of thel RPspecifically underscore
how Army scientists and engineers can effectively partner

with federa agencies as diverse as the Federal Bureau of
Investigation, the Federal Emergency Management Agency,
the Department of Health and Human Services, the
Environmental ProtectionAgency, andthe U.S. Department
of Agriculture. Indeed, throughthe | RP, SBCCOM engineers
and scientists have worked side by sidewith state and local
representatives in functional specialties spanning law
enforcement, hazardous-spill management, firefighting, and
emergency medical services. Considering the organizationa
and practica benefits of such partnerships, the SBCCOM
fed sprivileged to continue working on thiscritical national
effort.
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